ManageEngine)

AD360

A powerful identity and access
management (IAM) solution

to manage and secure identities
across your organization.
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Why is AD360 a cut above the rest?

Identity lifecycle management:

From provisioning to deprovisioning and every change in between, manage
identities across Active Directory (AD), Microsoft 365, Google Workspace,
and other business applications from a single window.

Identity risk assessment:

Assess potential risk indicators and obtain a risk score for your environment
based on their likelihood of occurrence and impact level. Take action on the
remediation measures to proactively manage and mitigate risks.

Access certification:

Sustain a secure and compliant access management system through
periodic reviews of user access rights and permissions. Establish access
review campaigns, reducing manual tasks, and mitigating risks.

Multi-factor authentication (MFA) for endpoints:

Secure enterprise endpoints and user identities with MFA for local and
remote access to machines (Windows, macOS, and Linux), VPNs, OWA, and
enterprise applications.

Single sign-on (SSO):
Secure and streamline access to cloud applications by letting users access
multiple apps with a single login.

Automation and orchestration:

Implement event-driven automation policies that seamlessly execute a
sequence of tasks, such as granting or revoking access across various
enterprise applications.

Delegation and workflows:
Enhance administrative performance by creating custom help desk roles.
Monitor tasks assigned to the help desk technicians by curating workflows.

User behavior analytics (UBA):

Secure privileged accounts, detect insider attacks, prevent identity theft, and
more with UBA-powered by machine learning. Receive instant alerts on
anomalous logons, privilege escalations, and other activities.

Backup and disaster recovery:
Effortlessly back up and restore AD, Azure AD, Microsoft 365, Google
Workspace, Exchange, and Zoho WorkDrive data.



Other salient features
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Flexible licensing model
AD360 features a suite of components to meet your IGA requirements.
Pick the components you need, and pay only for them.

Simple deployment
No complicated prerequisites—deploy AD360
within minutes, and start managing identities instantly.
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Easy-to-use graphical user interface
Leverage a simple and straightforward Ul that makes
working with the product a cakewalk.

Mobile apps
Manage identities, passwords, and much more while on the
go with fully loaded Android and iOS mobile apps.



Component

ADManager Plus

ADSelfService Plus

ADAudit Plus

Exchange Reporter Plus

M365 Manager Plus

RecoveryManager Plus

SharePoint Manager Plus

Components and pricing

Usage

An enterprise IGA solution
for your hybrid Active
Directory environment

An identity security solution
to ensure secure and
seamless access to
enterprise resources

and establish a Zero Trust
environment

UBA-driven auditor for
Active Directory, file servers,
and Windows Server

Web-based reporting,
auditing, monitoring, and
content search tool for
Exchange Server, Exchange
Online, and Skype for
Business

Managing, reporting,
auditing, monitoring,
automation, and alerting
tool for Microsoft 365
services

Backup and restoration
solution for AD, Azure AD,
Microsoft 365, Google
Workspace, Exchange,
and Zoho WorkDrive

Unified hybrid SharePoint
managing, reporting, and
security solution

Licensed based on

# of domains and
technicians

# of users

# of domain controllers

# of mailboxes

# of users or mailboxes
and technicians

# of AD and Azure
AD user objects

# of Exchange Online
and Exchange mailboxes

# of SharePoint Online
and

OneDrive for Business
sites

# of Google Workspace
users

# of Zoho WorkDrive
users

# of Farm/ Tenant and
technicians

Price

Starts at $595 for one
domain and two help desk
technicians

Starts at $595 for 500
domain users

Starts at $595 for two
domain controllers

Starts at $345 for 100
mailboxes

Starts at $345 for 100
users or mailboxes and
one technician

Starts at $470 for 250
AD users

Starts at $945 for one
Farm/Tenant and one
technician




Did you know that nine out of every 10 Fortune 100 companies

trust ManageEngine with their IT?

Hear it from our customers

AD360's offering [are] very good. It is an interesting mix of solutions
that caters to various IGA needs arising in our environment.

Both ADManager Plus and ADSelfService Plus have gone a long way
to simplify and automate our IGA requirements. Product development
seems active, and most importantly, ManageEngine support

is responsive and helpful across all the products we use.

Clive Newport
Head of IT infrastructure and support
Vasanta Group

Just about the best piece of security software that would put a
smile on any security administrator.

Jacinto Godinho
Administrator: Quality assurance and IT security
Al-Ahli Bank of Kuwait

This deployment was extremely simple and cost-effective. Installation
was completed within a matter of minutes. Configuration was simple.
[ManageEngine's] support team is always there every step of the way
whenever we need a hand.

Patrick Hong
Help desk manager
National Veterinary Associates



ManageEngin@
AD360

ManageEngine AD360 is a unified identity and access management (IAM) solution that helps manage
identities, secure access, and ensure compliance. It comes with powerful capabilities like automated
identity life cycle management, access certification, risk assessment, secure single sign-on, adaptive MFA,
approval-based workflows, UBA-driven identity threat protection and historical audit reports of AD,
Exchange Server and Microsoft 365. AD360's intuitive interface and powerful capabilities make it the ideal

solution for your IAM needs, including fostering a Zero Trust environment. For more information, please

visit www.manageengine.com/active-directory-360/.
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